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Cromar Insurance Brokers

e 25 xpoviamapouvaoiag otnv eAANVIKN ayopad

e Meoitec aopaAriocewy kKal avtachaiicewyv PYe Apeon pocBacn otnv ayopd Twv
Lloyd's Tou Aovdivou Katl o€ AAAEG EEELOLIKEVPEVECG AYOPEG.

e E&edilkevpevol otnv mapoxn Avoswv acpaiiong Ynplakwyv Kwvduvwyv Kat
ETALPELWYV TEXVOAOYLAG

e BpaBeia kawotopiag ano toug Lloyd's kat dAAoug popeig

e JUpMETOXN OT0 evpwmaiko E€pyo SECONDO (2x€on kKuBepvoaodaAeiag Kat
acdaAlong oTtov KUBEPVOXWPO)

* Ymootnptktng tng EAAnvikng opadag Kupepvoaosdpaieiag
e MeAogtou Hellenic Digital Health Cluster
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Cromar Innovation Lab for Digital Risks

e To Cromar Innovation Lab for Digital Risks,
dNUIoOUPYNBNKE yla va eVIOXUOOUUE TNV KAWVOTOMIA €VTOCG
Kal eKkTog g etaipiag. lMapakoAouvBovpe Tic dlebveig Fiumcg?
e€eNEelc OTOV TEXVOAOYIKO TOMEQ, KAl TWG CUTEC T ——
EMNPEACOLV TA ETUXELPNHATIKA HOVIEAQ ONHLOUPYWVTAG amonze Screbtio 20

CROMAS NLUDANCE MIOKERS 54

DIGITAL

LR —a A U . ..

acdaAlotikeg Avcelg Digital Risks kat umnpeoieg mou ———
urtootnpidovtat amo tnv ayopd twv Lloyd’s kat AAAeqg
e€eldIKeEUEVEC A0DAALOTIKEG AYOPEG.

e To Cromar Innovation Lab for Digital Risks eivatl to
MPWTO TOU JdnuUPYRONKe amd Meolwtlkil stapia
acdalicewv otnv EAAAda kat €xer BpaBeubel oto
dwaywviopo Digital Finance Awards 2023.
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2024 Cyber Insurance - Avackomnnon
e H ayopd acdpdAlong otov KUBEPVOXWPO avapevetal va avénbei oe 22,5
dloekatoppvupla doAdpla Itaykoopiwg ewg to 2025

e Ransomware: To 2025 ot maykoopleg CnUlEC amo ransomware
avapevetatva éemepaocouy ta 20 dio. AoAdapla

e OL kopudaiol kivduvol meplAappBavouv ransomware, phishing kat
EUTIAOELEC OTIC CUCKEVEC TIEPLUETPLKN G acPAAELQC

e To 47% TwV TIEPLOTATIKWY ransomware TpoEPXETAL Ao apaplacpeva
dlaroteuTnpla

e T090% twv mapafiacewyv dedopevwy apxilel pe embeoelg phishing

e H eAMewpn ekmaidevong eivat n Baoclkrp atia Twv TEPLOCOTEPWYV
ETUTUXNMEVWYV TIAPABLACEWYV OTOV KUBEPVOXWPO
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Top Cyber Threats
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Awtieg Znuuwyv Ransomware - Coalition

Known Initial Access Vectors for Ransomware Claims (Figure 1.1)
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Tueivaln Wnowakn Yyeia;

e H Yndwakn vyeia avadepetat otn xprnon Yndlakwyv TEXVOAOYIWYV yid TN
BeAtiwon TNg MAPOXNC LYELOVOULKN G TtEPiBaAPNG, TN BEATiWON TNG LYELAC KAL TNC
gunpepiag tTwyv acBevwy Kal Tov EE0POOAOYICHO TWV LATPLIKWY OLadIKACLWV.

e [leplhapfavel €va eupl PpAocpa KAWOTOHIWY, CUMHTIEPNAUPBAVOPEVWY TWV
mobile health apps, tng TnAclatpikng, Twv GOPNTWY CUCKEUWYV, TNG TEXVNTHC
vonpoouvng otn oldyvwon Kal Twv NAEKTPOVIKWY ¢pakeAwv vyeiag. H
EVOWHATWON QUTWV TWV TEXVOAOYLWV HETATPEMEL TNV UYELOVOULKA
nePiOaAPn o€ €va 1o cuvdEdEPEVO Kal EVEALKTO cUoTnHA.

e O cemuxelpnoelc mou dpactnplomolovvIal otov Topea N¢  Ynodlakng
UYELOVOULKNC TtEpiBaAPng ptopel va eival latpeia, VOoOOKOUEIQ, KATAOKEUAOTER
OUOCKEL WYV Kal eTAlpElEC AOYLOHLKOU.
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H ayopa tng Wnowakng Yyeiag

H ayopda tng Yndlakng vyeiag avapevetaitva ptacestta 1,1 tpigc doAapiwyv HIMA ewg
10 2032, avéavopevn pe CAGR 22,2% armo to 2022 swg to 2032. (Market Research
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Tuntpoodpepel n Wnouakn Yyeia;

e Taxutepegkal akplBeoTtepeg dlAyVWOELQ

e ATOPAKPUOHEVN TTApaKoAoLBnon

e Efatopkevpeva oxedla Bepareiag

e KaAutepn mpocBacn otnv latplkn ppovtida

e BeAtlwpevn TPNon TNg PApHAKEUTIKNG Aywyng
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Texvntn Nonpoouvn otnv Wnéuwakn Yyeia

e Texvnti vonpoouvn otn dtayvwon: Ta JovtEAa pnxavikng pabnong evtotidouvv
HOTI(Ba OTIC LlATPLKEG aTtelkovioelg, Bonbwvtag otnv avixveuvon acBevelwy OTtwe
0 KAapKivog, ol Kapdlayyelakeg mabroelg Kal ol VEUPOAOYLKEC dlAaTAPAXEC ME
aéloonueiwtn akpipela.

e E&atopikevpévn Bepamneia: H TN BonBd otnv mpooappoyn tng GaApHAKEUTIKNG
AyWwYn¢ Kal tng Beparmeiag ota atoplka tpodiA twv acbevwy Pe BAon YEVETIKOUG
deiKTeg Kal LoTtoplka dedopeva vyeiac.

e Xelpoupylkn pHe T Bondewa popmot: Ta POUTIOTIKA CUOCTNAMATA HE TEXVNTN
vonuoouvn &VIoXUOUV TN XELPOUPYLKN aKpiBela, HEWWVOVIAC TOUC XPOVOUG
avappwong kat BeATiwvovtag Ta armoteAsopata.
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Texvntn Nonpoouvn otnv Wnéuwakn Yyeia

e AOWKNTIKA amoteAeopyatikotnta: H texvnii vonpoolvn AUTOPATOTIOLEL
EpPyaocieg poutivag, OTtwE O TIPOYPAUMUATIOHOCG pavteBou, n dlaxeiplon apxeiwyv
acBevwy Kal n eneéepyacia acPpaAloTIKwY amaltoswy, HELWVOVTAC To $OPTOo
gpyaociag kat BeATiwvovtag tTnv mapaywylkotnta.

Evw n TN tpoodEpet moAvuaplOpa opEAn, oL TPOKAROCELG OTWCE N pepoAnYia tou
aAyopifBuou, ol NOKEG avnouxieg Kat N TOAUTTAOKOTNTA TWV KAVOVIOTIKWYV
puBHicewyv artattoVV MPOCoEKTIKA MAonynon ywa va eEacpaAlotei n vtevOuvn

edappoyn.
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Kivduvol tou artetAovv tnv Wnouakn Yyeia

e Phishing attacks -EmiBeoeig HAektpovikoU Wapepatog
e Ransomware
e Malware & Viruses -KakoBouAo AoyLlopLKO Kat Lok

e \Weak Passwords and Authentication -AdUvapotl kKwdikoi TtpocBacnc Kat
TAUTOTIOINON

e Social Engineering — Kowvwvikny Mnxavikn

e (Qutdated Software and Systems - ZeTtepacpEVO AOYLOHLKO KAl cuoThpata

e Data Breaches and Information theft -lNapafiaceilg dedopevwy Kat KAOTNH
TTAnpodopLwyv

e Misconfigured Cloud resources - Ecparpeveg puBpuioeig mopwyv Cloud

e Technology E&O - TexvoAoylka AaBn n mapaieigelg

e Products Liability - EuBUvVN TTpOTOVTWY

e Intellectual Property - Nvevpatikn Idloktnoia
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Evioxuon tng KuBepvoaodaieiag otnv Wnouakn Yyeia

[la TOV PETPLACHO TwV KIvOUVWY, Ol TIAPOXOL UYELOVOUIKNG TteplBaAng kat ot
eTALPEIEC TEXVOAOYIAC TIPETIEL VA UIOBETOOLV LOXUPEC OTPATNYLKEG acPpAAELaC.

BEATLOTEG MPAKTLKEG YL TNV KUBEPVOAoPAAELO OTNV UYELOVOMLKN tEPiOaAYN:
e Juotnupatikn Ekmaidevon tou AvOpwmivou Auvapitkou

e ‘EAcyxog¢ tautotntag¢ moAAamAwv mapayoviwv (MFA): H edapuoyn MFA
evioxLeL TNV acpaiela cuvdeong yla T CUCTHHATA UYELOVOULKNG TtEpiBaAdnc.

e Avtiypada AodaAeiag - Backup

e Kpuntoypadnon dedopcsvwyv: H kpumtoypdadnon evaiobntwyv Oedopevwyv
aocBevwy e€acdalidel mpootacia amo pn e§ovclodotnuevn pocaon.
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Evioxuon tng KuBepvoaodpaieiag otnv Wnouakn Yyeia

e Taktikoi é€Aeyxol aodalAeiag: H OJlevepyela TEPLOdIKWY a&loAoyoewv
OUMBAAMAEL OTOV EVIOTILOHO EUTIABELWY KAl TNV evioxuon tng apguvac.

e JuppOpdwWON HE TOUG KAVOVIOHOUG: H tpnon vopwv omnweg o levikog
Kavoviopocg yia tnv Mpootacia Acdopevwy (GDPR), n NIS2,n Al Act, n Medical
Device Regulation (MDR) dwaodaiidel tnv mpootacia tng Wwwtikng wng tnv
TIPOOTACIA TWYV UTTOBOU WYV KAl TwV acBevwy

e H ocuppopdwon Pe TOoLg KAvoviopoUug Kavel diaxelpioo tov Kivduvo kat
TNV €VOUVVN TOUG

e H JdwaocpdaAion tNg TEXVOAOYIAC TNG UYELWOVOULKAG TePiOaAPng amarttel
OUVEXN EMAYPUTIVNON KAl TPOCGAPHOYH OTLE AVASUOUEVEG ATIELAEG.
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Kootog MNeplotatikou AntwAsiag AsdopeEvwvV

Cost of a data breach by industry
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2tatiotika Ztoxeia Meplrotatikwyv KuBepvoaodhaieiag

To
309 mepIOTATIKG KUBEPVOUOPAAEITg _@ 54 % TwV TTEPICTATIKWY ransomware*
avagpépBnkav atd Ta KpdTtn HEAn To 2023. EUBUVOVTal YIO TTEPICTATIKA
Mnyn: ENISA. KUBEpVOQOQAAEIAG OTOV TOUED TNG UYEITG
(2021-2023).

lnyn: Tommio ameiAdiv Tou ENISA: Tougag

Yyeiag (louAiog 2023)
To To
00 O O
( K @J 81 % Twv eTaIpEIWV BeWpEi 6Tl Ol r@_{‘ 66 % Twv poAwV GTOV KUBEPVOXWPO
OUCOKOAiEG OTNV TTPOCANYN TTPOTWTTIKOU KOAUTTTOVTQI ATTO UTTAAARAQUG TTOU
OTOV KUBEPVOXWPO TUVICTOUV Kivduvo yid peTaBaivouv Ao BEaelg TTou Bev OXETICoVTaI
8 1 % KUBEPVOETTIBEDEIG. 6 6°/0 UE TNV ao@AAEId OTOV KUBEPVOXWPO.
rinyn: 2024 EupwBapdueTpo yia Tig
WNPIaKES BECIOTNTES. Mnyn: 2024 EupwBapOueToo yia Tig
WnQIaKES SEEIBTNTEC.

‘Eva repiararniko ransomware eivai éva eidog KUBEPVOETTIBETNS GTTOU LN eE0UCIOBOTNLIEVA LEPN QTTOKTOUV TTPOCRATN KAl KPUTTTOYpagouv euaiconTa dedoueva
KaBioTwvrag 1a amploiTa Kal airairouv mAnpwn o aviaAAayua yia 1o KAEIOf armoKpuTTToypa®nong.

o
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OLemiBeoelc ransomware O€Touv Touc acBeveic o€ Kiviuvo

e  Mua urtaAAnAog evog voooKopeiou avolée kata AaBog €va phishing email kau
£Va KPUHHEVO 0E AUTO apxeio KatEBnKe oto diktuo.

e AUTO apxelo pMAOKapPe TO OIKTUO TOU VOOOKOMEIOU ME aATOTEAECHA TNV
akvpwon Xelpoupyeiwv, avaBoAég paviefol ywa pactoypadia Kat
KaAOuoTEPNROELG OTIC OEpaTIELEC OPLOPEVWYV ACOEVWV PE KAPKIiVO.

e H emiBeon ransomware Tou akoAouBnoe avaykace Toug adlwpatouxoug va
KAeloouv OAec TIg ouvdeoelc oto Awadiktuo, ocupmeplAapBavopevng NG

MPOGBacng ota NAEKTPOVIKA apXeila vyeiag Twv acbevwy, yla va TTEPLoPLoTEl
nZnpa.
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OLemBeoeilc ransomware B€touv Toug acBeveig og Kivdouvo

e «OAa ntav katw. Etol ta tnAédwva pag Atav KAewotd. Aev eixape mAEov
oUOKeVEG daé. Aev PmOpPoUCAME VA XPNOLHUOTIOLHCOUHE TO NAEKTPOVLIKO
TAXUSPOHELO YylA VO ETIKOLWVWVHOOUHE», ONAWOE OXETIKA e TNV emibeon o
CEO,. «Ekeivo 1o mpwTto Bpadu, oteiAape mpaypatika avOpwmnoug oto Best
Buy yLa va ayopAacouV YOUOKL-TOKLU».

e Ta TteAevtaia xpovia, €vag aUEAVOMEVOC OaPLOPOC VOOOKOMEIWV Kat
OPYQAVICGHWYV UYELOVOMLKAG nepi®aAyng £XOouv AVTLHETWTiOEL
KuBepvoemiOEoeLg, dlakomTovtag tn ¢poviida Kat B€tovtag toug acOeveig
o€ Kivduvo.

www.cromar.gr 9th FITCE Technology Forum 2025 NG


http://www.cromar.gr/

Ransomware o Kataokevaotn latplkwyv ZUOKELVWV

e H Artivion, Kopudaiog KATAOKEUAOTAG LATPLKWYV CUCGKELWYV
KapP3LOXELPOUPYLKNG, antoKAAU e OTL €Emeoe BLupa emiBeong (ransomware), n
omoia EAaBe xwpa otig 21 NocsuBpiov 2024 kat diekoPe TIg Aettoupyieg Tng.

e Metd tnv avakaAuyn tng emibeong, n Artivion €0soe oplopéEva cuoThpata
EKTOC oUVdeong Kat &ekivnoe €peuva HE TN OCUHHETOXN E€EWTEPLKWV
OUHUBOVAWY, HE oOKOMO TNV afloAoynon, TOV TEPLOPLOHO Kal TNV
QVTLUETWTILOT TOU TEPLOTATLKOU.

e H Artivion dev avedepe Aueoa OTL ETTPOKELTO yla €miBeon ransomware, aAAa
ArtoKAAU e OTL Ol EloPBOAEiC KpuTtTOoyYpAdNOCaAV OPLOHEVA ATIO TA CUCTAHATA TNG
kKal ekAePav dedopeva ano mapaflacpeva cuoTripata.

e “TJo meplotatlkod adopoloe TNV ATOKTNON KAl TNV Kputttoypadnon apxeiwv. H
Etalpeia epyadetal yia tnv acdain amokatdotacn TwV CUCTNHATWY TNG TO
OUVTOMOTEPO duvVATO Kal yla TNV aloAdoynon TuxoV UTtoxpewaoewyv eldotoinong,
avedepe.
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Responding to a cyber incident\

You receive an email from a ransomware group stating they have stolen client and employee data
and your IT team suggest there may have been unauthorised access to files. What’s your next move?

In this moment, do you have

the know-how to respond?

Incident response
You'll need help to stop the attack, fix the
problem, identify the what's lost, stolen,
missing or compromised, manage and
resolve compromised systems, and then
design and implement a plan to prevent
follow-up attacks.

Incident response services

Hiring IT forensic investigators,
response teams or consultants

Investigation and forensics

Is this level of detail in your Business « Forensic analysis to determine the

Continuity Plan and Incident Response extent of the breach
Plan? Is your IT team ready to respond or = Legal and regulatory investigation
do you have back-up in-place, ready to expenses

support you in an instant?

A strong cyber support team can carry

wou through: a specialist cyber insurance
policy not only provides financial protection
to cover costs, but also gives you direct
access to a range of cyber expertise that
helps you respond to a suspected incident
at every stage and helps get you back up
and running again.

Areas to consider and plan for

Specialist expertise

Data recovery

« Restoring data from backups
« Rebuilding affected systems and
infrastructure

Business interruption
« Downtime and operational disruption

« Loss of productivity and revenue
during recovery

Notifications costs
+ Informing affected customers
and stakeholders
« Setting up call centres to handle inquiries

Legal advice

« Initial legal consultation to determine
legal obligations to customers,
third parties, regulators

« Communicating with any regulators,
responding to inquiries

Public relations

« Costs to respond to media inquiries
« Communications to customers,
clients or third parties

Reducing long term impact

Ongoing legal costs

+ Continued legal fees from
class-action lawsuits or other
legal actions

+ Costs related to regulatory audits
and compliance checks

Legal and regulatory fines

+ Fines for non-compliance with
data protection regulations
(e.g., GDPR, HIPAA)

+ Settlements from lawsuits

Long-term security improvements

+ Investments in new security
infrastructure and technology

« Training programs for employees
on cybersecurity awareness

Reputation damage

+ Loss of customer trust and
confidence

+ Brand damage leading to reduced
customer base
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Wnowakn Yyeia: PuOpiotika kat AsovtoAoyika Zntipata

Kabwcg n texvntn vonuoouvn kat n KuBepvoaodpaiela diadpapatiovv oAogva Kal
ONUAVTIKOTEPO POAO OTNV LUYELOVOULKN TLEPIBAAYN, Ta pUBULOTIKA TTAAloLA TIPETIEL VA
e€eAlxBoUV WOTE va QVTIHETWTIIOOUV NOLKEC AvNOUXIEC KAL VOULKEC ETUTITWOELC.

BaolKEC PUBULOTIKEG TITUXEG:

e H ocuppopdwon pe tov GDPR, tn NIS2, tnv Al Act, tn Medical Device
Regulation (MDR)

e Awadavela Twv aAyopiOpwyv: Ot arnodpdoelg UYELOVOUIKNAG TtepiBaAdng tou Bacidovtat
otnv TN mtpemel va eivat e€nynolUeg Kat artalaypEVEC arto TtpokataAnyeLc.

e Jatpwkn dcovroAoyia: O pdAog TN TEXVNTAG vonuooLvng ot arodpdoelg Bepareiag
eyelpel NOkEC avnouxieg oxetika pe Tn Aoyodoaoia Kal Tn ocuykatabeon.

o
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O PoAog tng AcdaAiong otnv Wnouakn Yyeia

H aodpdAion dwadpapatidel kpiolpo pOA0 otnv Tmpootacia TwV TAPOXWV
UYELOVOULKNG TEPiBaAPng, Ttwv acbevwyv Kal TwV ETAPLWY TEXVOAoylag Tou
TIAPEXOLV TIPOLOVTA Kal UTtNpeoiec Pndlakng uyeiag amo ampoBAeTTTouC KIvOUVOUC.

Kabweg n Pnodlakn vyeia e€elicostal pe tnv evowpatwaon edpappoywv Texvning
Nonuoouvng, ol acpaAloteg tpooappolovtal OTIC VEEC TIPOKANCELG TTOU oXetidovtal
HE TNV aocPAAELA OTOV KUBEPVOXWEO TNV EMAYYEAHATIKA €UOUVVN TWV ETALPLWV
ETALPLWYV TEXVOAOYLAC TTOU TIAPEXOUV TIPOLOVTA Kal uTtnpeoieg PYndlakng vyeiac.
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O PoAog tng AcdaAiong otnv Wnouakn Yyeia

e Cyber Insurance - AodpaAion aoctikng evOUVVNCE otov KuBepvoxwpo: KaAvttel
OLKOVOULKEG ATIWAELEG TIOU TIPOKUTITOUV ATIO EMIBECELC OTOV KUBEPVOXWPO Kal
tapaBlacelg dedopeEvWY ToU achaALCPEVOU Kal TNV eVBUVN TOU EvavTl TPiTwV

e AocdpaAion EmayyeApatikng Eublvng stapiwyv mou dnploupyouv mpoiovia
Kal untnpeoieg Yndplakng vyeiag yua Aadn R mapaieiderg

e AcdaAion EvOuvng latplkwy Zuokevwyv: KAAUTITEL OIKOVOULKEC ATTWAELECG TIOU
TIPOKUTITOUV arto AABn 1 mapaAeiel Twv KATAOKEUAOTWY KOl CWHATLIKEG
BAABeC xpnoTwv.

e AocdaAion EvOuvng ZteAexwyv (D&O)
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Digital Health - AcpaAiotikeg KaAvyerg

e Swpatlkeg BAABEC TTOU TIPOKUTITOVV ATIO UTINPECIEC LYELOVOULKN G TtepiBaAydng,
dpaoctnNPLOTNTEC TEXVOAOYyiag, oupfdavia otov KuBepvOoXwPOo Kal OLOKOTIEG
AELITOUPYLAC TOU CUCTHHATOG

e TexvoAoylkd cdpalpata Katl TtapaAeielg

e [lpolovtamou dev armodidouv cUuPwWva PE TG TTPodlaypaPEC TOUG

e Kivduvog otov KuBepvoxwpo Kat tpootacia tng WIwWTIKNAG (WNE TWV ETALPELWV
UYELOVOULKNC TIEPIBaAYNG

@ O
@

v B

e [evIkr euBUVN, eVBLVN €pPyOdOTWYV KAl VOULKA £E0dal. -

\\.
e [laykoopia KaAuvyn f &
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Moweg eivatl oL o cuxveg Attieg Znpuwy

e Ol owpatikeg PBAaBeg avtumpoowtevouv 1 otlc 3 amattioslc (apopouvv
meplotatika Tmou odeidovtat oe cyber events & OJdlakomeg Aeltoupyiag
OUOTNUATWY) VW TaA UToAowta 2 Tpita arodidovrat otov KuBeEPVOXWEO,
TEXVOAOYIa KAl AAAEC ALTIEG

e O KuBepvoxwpog Katl N mpootacia tng WwTikAg {wng armoteAolv Bactkn
avnouxia, odnywvtag oto 25% Tou cuVOAOU TwWV arnattnoewyv Pndlakng vyeiag

e To 7% twv a§lwoewyv opeilovtal oe tapaflacelc Mvevpatikng 1diktnoiag

e H katnyopia «AAo» amoteAeital amod texvoAoylka Aadn katl mapaAeiyelg Kata
TNV TIAPOXN TPOIOVIWV Kal uttnpeclwv Yndlakng vyeiag , YEVIKA QOCTIKA
guouvn, evOUVVN Mpoilovtwyv, BAARN NG, EVLOVVN ATIO EPYACLIAKEC TIPAKTIKEG.
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Digital Health -loweg eivat ot o ocuxveg Attieg Znplwy

Two-thirds of our claims now stem from emerging sources such as advertising liability, |P or
cybercrime which would not be covered under a traditional medical malpractice policy. While bodily
injury, cyber and privacy remain key exposures, the sources of these claims continue to evolve.

CFC's eHealth claims 2023 - 2024

3%
/ N%
./‘

7%

Bodily injury

5% Cyber & privacy

Cybercrime

Regulatory costs & fines

IP infringement, defamation
& advertising liability

19%

Breach of contract

Claims Other

Note: “Other” is maode up of technology errors & omissions, crime/fraud, general liability, products liability, reputational horm, sexual
misconduct & physical abuse, property and employment practices liability. Claims may trigger multiple insuring clauses but are

categorised and assessed individually.

C
T
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2ZUHUTIEpacata

e H ouUykAlon 1TNC¢ YndwakAg uvyeiag, TNCG TEXVNTAC Vvonpoouvng, 1INQ
KuBepvoaodalelag Kat tng acdaiiong mapouotalel EUKALPLEC KAl TIPOKANCELG TTOU
arattovyv ouvepyaoia pHeTagu TTAPOXWV UYELOVOULKNG mepiBaAyng,
TIPOYPAUHATIOTWY TEXVOAOYIAG, EPTIEIPOYVWHOVWY acdaleiag kal popewv Xapaéng
TTOALTLKNG.

e H kawotopia pemel va eflooppotnbei pe tnv achdAAela Kat tnv nOkn, wote va
dlaodailotei 0tL n Yndlakn vyeia Ba a&lomonoet Tig duvatoTnNTES TNCG.

e KaBweg yYnodwakn vyeia Ba e€eAicoetal, n uvyelovoulkn TepiBaAyn Ba
BeATliwveTtal, N VLOBETNON TNG TEXVNTNG VONMOoUVNG ME TIAPAAANAN evioxuon Twv
HETPWV KuBepvoaoddAelag Ba eivat vyiotng onuaciag ya t dtaochdaAlon tng
BOLWTIKAC (W ¢ TWV acBevwy Kat Tn BEATIWGON TWV LATPLIKWY ATIOTEAEGHATWV.
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www.cyberinsurancequtote.gr

"There are only two types of companies:
those that have been hacked,

and those that w

Robert Mueller
FBI Director, 2012
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www.cyberinsurancequote.gr

. CfC Digital trading v Products v Cyber v Claims Knowledge v Company v

Ransomware
calculator

Get your estimate

Company name *

Ever wondered how much a Company name
ransomware attack might set
your business back? Industry sector *
Select one
Since 2017, ransomware attacks have been gradually growing
in frequency and severity. Today, it's not uncommon to see Revenue (last 12 months) *
ransom demands in the millions and other associated costs,
such as system damage and income loss, can be just as high.
Our ransomware calculator provides low, medium and high
severity ransomware loss estimates drawn from data Number of employees *

o
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www.cyberinsurancequote.gr

. Cfc Digital trading v Products v Cyber v Claims Knowledge v Company v

Ransomware

Your medium loss

calculator estimate is...

Ever wondered how much a
ransomware attack might set
your business back?

Since 2017, ransomware attacks have been gradually growing
in frequency and severity. Today, it's not uncommon to see

ransorm demands in the millions and other associated costs,

200000 €

such as systemn damage and income loss, can be just as high.

Our ransomware calculator provides low, medium and high
severity ransomware loss estimates drawn from data

gathered from the thousands of cyber claims CFC has

o
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.Cfc Digital trading v Products v Cyber Claims Knowledge Company v

| oss estimate

300000 €
300000
@ 250000
) ) ) " 200000 €
Based on the information you provided, we've produced three o 200000
loss estimates of varying degrees of severity. - 150000 N6000 €
—
g 100000
More details, including information about our cost breakdowns Iﬁ S0000
and methodology, can be found in the full report. Click the o
button below to download your copy. Low Medium High

Ransomware loss scenarios by severity
DOWNLOAD THE FULL REPORT

< CROMAR
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Proactive Cyber Attack Prevention

=

CROMAR

TINSURANCE BROKERS SA

Proactive cyber attack prevention

From the moment you take out a CFC cyber policy, we work around the clock to protect
your business against cyber attacks. Using insights from threat intelligence feeds, the
dark web, network scanning and our own real-life claims data, we identify potential
threats and alert vulnerable customers before the worst happens.

< > .

Threat intelligence
We pa

Real-life claims data
ith government

We use our own proprietary
claims data to help identify attack

and private threat intelligence

organiza to identify and

trends and potential threats.
mation about

analyze i
cyber threats your business is

exposed to.

Threat hunting

We search for signs of malicious Vulnerability scanning
activities, unauthorized access, We actively scan your business
or other indicators of

compromise that go beyond
traditional security measures.

for known vulnerabilities

cyber risks that haw
correlation to ¢

Critical threat alerts via our
mobile app for cvber

www.cromar.gr

9th FITCE Technology Forum
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Online GP: Our mobile app for cyber

The quickest and most secure line of .-
communication with our cyber security team. @ cfc =

Hello Joe
- 1
Try it today! :

Direct and secure

N @ Urgent security alert for your 6 Apr 273

way to notify us of
business

Oataction of potential matware a cyber incident

!

i

'

'

'

2

T

2 !

Inflection on your netwod g 4

’fg:};‘“a@ oA H or request help

oo o3 80 ceereasensesaeas L — S :

'. ------- . "~ Resolved | United States | S8
b X : .

..$5 : P

]

P

iy

'

1

'

'

1

'

'

'

4

]
: 1
$ad g‘x“ 1 | Sodinokibi on the rise a3
P Real-time, : Quarter of ransomware attacks Sodino
actionable threat
‘x. .;Ii 1
i' 2 ZE! alerts & cyber 1 Phishing tool update o223
~ ] You can now remove email addresses
security support I from phishing campaigns
1
1
" : .................................
Response, our mobile app | G T iF

Demo policy number:
DEMOCFCO000

.'Cfc cfccom 24
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Ready to buy checklist - the essentials for a robust cyber insurance policy

Identify the scope
of coverage

Understand the potential
financial impact of a
Cyber attaCk Coverage varies and so does the type

. \, and level of protection.
Incident response & recovery costs: Consider

the cost of a potential data breach, including

) o A good insurance broker can assess your
computer forensics, data recovery, notification g Y

But how do you know what your

business needs?

Here’s a checklist to help you evaluate your cyber risks:

Assess your risk profile

Data sensitivity: Consider the type and
volume of data your business stores. Personal
identifiable information (PIl), payment details,
and proprietary information are high-value
targets for cybercriminals.

Regulatory requirements: Understand the data
security compliance requirements specific to
your industry, such as GDPR, HIPAA, or PCI-
DSS. These regulations often require specific
levels of protection and reporting, which should
be reflected in your insurance coverage.

Contractual obligations: Some contracts,
especially with larger companies or
government entities, may require you to carry
a specific amount of cyber insurance.

costs, legal fees, regulatory fines, and public
relations efforts.

Business interruption: Factor in the potential
loss of income if your operations are disrupted
by a cyber event.

Ransom payments: If your business could be
a target for ransomware, consider the potentia
ransom demands.

Reputational damage: Consider the potential
long-term impact on your reputation and
customer trust, which might require additional
marketing or communication efforts to repair.

Additional expert
cyber support

Do you need access to cyber experts when an

issue happens? Consider what help you need,
forensic experts, legal advisors, and public relations
firms, all which can be crucial during a crisis.

specific needs, exposures and potential
financial impacts to recommend appropriate
coverage and tailor the policy to cover:

First-party coverage: This includes financial
costs directly associated with a cyber incident,
breach or system failure, such as data recovery
costs, business interruption losses, and

cyber extortion negotiations and payments
associated with a ransomware attack.

Third-party coverage: Protects against claims
made by customers, partners, or ather third
parties affected by a cyber incident at your
business. This includes lawsuits, regulatory
defence and penalties, legal fees, settlements,
and regulatory fines.

Incident response costs: Ensure your policy
covers the cost of hiring experts for forensic
investigations, public relations, and legal
consultation following a breach.

eCrime provides first party protections against
loss of funds due to fraudulent instruction or
funds transfer fraud.
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WINNER
CROMAR FOR EDUCATION ENGINE AROUND CYBER

CROMAR

Nikos Georgopoulos @ Add verification badge

e Coverholder Innovation

Digital Risk | Brok Cyber Risk Strategist Educat .
© Digital Risk Insurance Broker A\ Cyber Risk Strategist /A Educator & ALBA Graduate Business

© Award-Winning Innovator © DPO Executive § Co-Founder of DPO & School
Academy @ Translating Digital Risks into Business Protection

Greece - Contact info
Visit my Educational Website (£

25,210 followers - 500+ connections

\(% CROMAR www.cromar.gr

INSURANCE BROKERS SA

CYBER
SECURITY

AWARDS
2024

W 7 GOLD

Cromar - Lloyd's Best

Nikos Georgopoulos
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