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Research question:

• What are the economic characteristics of 
Cybersecurity issues in IoT and OT, and what are 
the regulatory implications

• Hypothesis:
1. The importance and economic charateristics of 

cybersecurity justifies public regulation. NIS2 provides a 
regulatory response, but regulation is still under 
development.

2. Cybersecurity includes a wide range of remedies with 
different economic characteristics.
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 Motivation

 Economic research on 
Cybersecurity

 Definition of Cybersecurity

 Technical aspects of 
cybersecurity

 The market for Cybersecurity

 Conclusion and tentative 
implications

Agenda
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 World Economic Forum has nominated cybersecurity to be 
among the top 10 global risks

 Cybersecurity is a hot topic everywhere including Aalborg 
University

 AAU has established a new engineering education in Cyber 
Security in Copenhagen

 Mostly focus on technical aspects, but Cyber Security is an 
interdisciplinary topic

 Want also to look at economic, organisational, and 
regulatory aspects

 Developing a course in IT security and Regulation

 Just completed a paper on Cybersecurity institutions in EU

Motivation/Background
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 Still more OT equipment is connected to the Internet.

 Intrusions and their impacts on organizations have 
worsened (Fortinet, 2024)

 IoT is used for attacks on other IT systems

 Security solutions are designed to be implemented in a 
typical IT environment. Security solutions tailored to an OT 
environment are needed (Fortinet, 2024).

 Want to look at the economic aspects.

 Work in progress

Why look at cybersecurity in IoT and OT?
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Limited research available often inspired by information 
economics (Kianpour, 2021)

Core issues

 Budgetting and economic efficiency

 Cybersecurity as an economic good. What are the 
characteristics?

 Information asymmetry and moral hazards

 Network effects and externalities

 Economics of Cybercrime

Economics of Cybersecurity: Research areas
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Papers on the economic  character ist ics  of ten treat  cyber  
secur i ty  as one product.  

I t  is  necessary  to look at  the market  for  cybercr ime and 
prevent ive  measures in more deta i l .

We want to look at  the economics  of  cybersecur i ty  measures 
for  IoT and OT.

Cyber Security includes many different kinds of 

products



 “cybersecurity aims at protecting the cyberspace (which 
includes both information and infrastructures) from any 
cyber threat or cyber-attack” (Lezzi, Lazoi, & Corallo, 2018)

Privacy, Information security, and cybersecurity

 Privacy (GDPR) 
⚫ Deals only with personal information

 Information security
⚫ Deals with protection of information

 Cybersecurity
⚫ Deals with protection of digital information and digital infrastructures

⚫ Does not include off-line data and infrastructures

Definition of Cybersecurity
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 Inspired by the research in 
Information Economics

 Cybersecurity shares economic 
characteristics with public goods

⚫ Non rivalrous

⚫ External effects

 Economic characteristics and 
Spill-over effects provides 
arguments for regulation

 Looks at cyberscurity at an 
aggregate level

Economic research in Cybersecurity: Results
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 Confidentiality

 Integrity

 Availability

 Supplementary 
measure:

⚫ Non-repudiation

⚫ Accountability

⚫ Authenticity

⚫ Reliability

Disaggregating Cybersecurity: The CIA Triad
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 National Institute of Standards and 
Technology (NIST)

 Created in US, but also used in EU

 Includes five core functions, which must be 
addressed

⚫ Identify includes identification of the 
critical processes and resources.

⚫ Protect includes protection of the 
sensitive data identified above. 

⚫ Detect includes monitoring of IT-
systems in order to detect any 
cybersecurity events

⚫ Respond includes guidelines for how 
to react if a cybersecurity attack is 
detected

⚫ Recover includes plans for recovery of 
data and system

 Includes organisational as well as technical 
measures

How to protect: The NIST Framework
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 Device level (decentralized):

⚫ Software based solutions

⚫ Hardware based 
solutions

⚫ Actors involved: 
equipments 
manufacures, service 
providers

 Network level (centralized)

⚫ Solutions built into the 
network

⚫ Actors involved:  
Network operators

Protection of IoT and OT devices
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 Limited computing power

 Constraints in power supply

 Implies that cryptography solutions are difficult to 
implement

 Increasing connectivity of OT devices

 Often outdated old software

 Physical accessibility

IoT and OT challenges
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1. Ransomware

2. Malware

3. Social Engineering threats

4. Threats against data

5. Threats against availability: Denial of Service

6. Threats against availability: Internet threats

7. Disinformation – misinformation

8. Supply-chain attacks

Cybersecurity Market:

Prime Threads (ENISA THREAT Landscape Nov. 2022) 
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Cybersecurity Market II:

Motivations and hacker types
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• Network ef fect  and External i t ies  re lated to infomat ion  
economics  and pr ivacy

• Breach in informat ion secur i ty  for  others  (e.g.  
Pr ivacy)

• DDOS attacks

• Vulnerable dev ices e.g.  sensors

• Supply Chain r isk  attacks

• Companies can be attacked v ia vulnerable bus iness 
partners

• Encouragement  and Strengthening  of  hackers

• Interupt ion  in prov is ion of  serv ices

• Especia l ly  re levant for  publ ic  ut i l i t ies  and other  key 
sectors

Cybersecurity Network Effects and Externalities



• Informat ion is  usual ly  seen as a publ ic  good, as i t  is  non 
r iva l rous and part ly  non-exc ludable

• Publ ic  good character ist ics  re late  main ly  to protect  and 
detect  in  the NIST f ramework.  

• Ant i -v i rus sof tware,  F i rewal ls  and other  intrus ion prevent ion 
systems are a l l  pr ivate goods.

• I f  dev ices are used for  attac ik ing others,  external i t ies  are 
created

• Th re at  in te l l i g e n ce ,  v u ln e rab i l i ty  in f ormat ion  s h ar in g ,  co l le ct iv e  
re s p on s e  to  cyb e r - at tacks ,  in te g r i ty  o f  e le ct ion s ,  an d  cr i t i ca l  
in f ras t ru ctu re  p rote ct ion  h av e  th e  ch aracte r i s t i cs  o f  p u b l i c  g ood s  

Is Cybersecurity of IoT and OT a public good?



• Economic  characte r i s t i cs  d e p e n d  on  the  k ind  of  core  f u n ct ion s  o f  
cyb e rs e cu r i ty  wh ich  are  in  f ocu s

• Cyb e rs e cu r i ty  s h are  ch aracte r i s t i cs  w i th  p u b l i c  g ood s .

• Cyb e rs e cu r i ty  e xp os e s  con s id e rab le  p os i t iv e  e xte rn a l i t ie s .

• End  us e rs  do  not  pe rce ive  ade quate  ince nt ive s  to  s e cure  the i r  
m ach in e s ,  in  p art  d u e  to  in s u f f i c ie n t  in f ormat ion .

Conclusion on economic characteristics of 

Cybersecurity



• Standard izat ion  and cert i f icat ion of  dev ices in order  to 
protect  attacks on dev ices

• Mandatory or  vo luntary?

• What about  ex ist ing dev ices?

• Protect ion at  network  level:

• Poss ib le  to protect  both o ld and new devices?

Tentative policy implications



Thank you for your attention



 Privacy (GDPR) 
⚫ Deals only with personal information

 Information security
⚫ Deals with protection of information

 Cybersecurity
⚫ Deals with protection of digital information and digital infrastructures

⚫ Does not include off-line data and infrastructures

Privacy, Information security, and cybersecurity
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