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Definition for “Internet of Things”
Preliminary Description of a Complex
Ecosystem

> First Definition: “A standardized way for computers to capture information from the real world and to
understand it" (Kevin Aston — Mashachussets Institute of Technology's Auto —ID, for Automatic
|dentification Center in Boston).

» EU Definition: “Internet of Things” (IoT) represents the next step towards digitization where all obje
and people can be interconnected through communication networks, in and across private, publi
Industrial spaces, and report about their status and / or about the status of the surrounding envirQg
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Definition for “Internet of Things”
Preliminary Description of a Complex Ecosystem
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The “Internet of Things” Complex Ecosystem
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loT End Users (loT Ecosystem)

Device, Sensor, Chipset, loT service platform
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Manufacturers and Infrastructure — Service
Vendors Providers

loT End Users
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A\

Researc_h Centers, and Various domain based
Bodies System Integrators, | Value added o Service
’ ’ Providers, Smart City

Developer Consortiums and :
Legal, Regulatory Advisories Councils, Governments

Layer 3 Layer 4
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“Internet of Things” Concerns under the GDPR:
Building a New Regulatory Framework for
European Data Economy

Liberty requires security without intrusion, security plus privacy (Bruce Schneier)
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“Internet of Things” Concerns under the GDPR:
Building a New Regulatory Framework for European
Data Economy

General Statement : IoT enabled smart services are not yet fully secured. Moreover, there are privacy concerns
for IoT — enabled service offerings that deal with user data, user — owned device data and data from the
environment encapsulating the user or IoT device.

Security and Privacy Concerns : Major roadblocks to the successful deployment of IoT — enabled smart
services. “Ensuring security and reliability is one of the three biggest factors holding companies back from
realizing the promise of 10T for businesses across all sectors”(TCS Global Trend Study — July 2015 “Interng
Things: The complete reimaginative force” . Retrieved from

)

Big Challenge: The implementation of traditional security techniques for the IoT because ofgt
complexity of IoT - enabled services, presents a unique set of access control challenges due

Low power requirements of IoT devices
Inability of these devices to run complex encryption algorithms due to memory limitations

The distributed nature of the extremely large number of 0T devices requwe//ckt‘(”),ereate
providing context — aware services. P
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http://sites.tcs.com/internet-of-things/wp-content/uploads/Internet-of-Things-The-Complete-Reimaginative-Force.pdf
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 What is the security architecture of the loT
service?

« How the business functions and data flows
are protected through application security,
data security, functional control?

N /
2 O .

» Healthcare Services

« Payment Card — Acceptance Data Security

Compliance
« Automotive IoT and Connected Cars —
J Existing and upcoming regulations.

e /
7 O

« EU GDPR

« Service based Privacy Laws in different
countries and regions (existing and
upcoming)
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Conclusions: “ Internet of Things” Policy in
Europe at the Crossroads

Time to trust in the loT and make a step further
to an “Open” European Data Economy
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Conclusions: “ Internet of Things” Policy in Europe
at the Crossroads

W Security and the protection of Personal Data iIssues: Constitute a Key Concern for a
successftul take up of the loT.

dIoT Technology : Despite the fact that it is found at it’s early beginnings, several recent
examples of object hacking have shown that - the number of attacks is destined to grow
exponentially if known vulnerabilities persist - as connected objects are increasingly used.

dThe crucial issue of Security Authentication: Networked devices that exchang

need to Iinclude certain authentication protocols, moreover to use mtegrlty
encrypted channels of communication. "

dEuropean Commission’s Interest: It considers important to

transmitted.
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Conclusions: “ Internet of Things” Policy in
Europe at the Crossroads

..and to make a step further: IoT merges physical and virtual worlds, creating smart
environments . It has become a common effort by the European Commission, Member States
of the EU, Industry, Organizations and Academic Institutions to unleash the potential of the
loT technology across EU Member States and beyond.

O loT represents the next step towards the digitization of our society and economy, where
objects and people are interconnected through communication networks and report abg
their status and / or the surrounding environment.

U So the Question is and will be ?? Is the European Union Area mature enoug
step further for Building a stronger European Data Economy and Lefo
localization restrictions for non — personal data flows in the begln
“European Data Space” ? >

d...and the answer iIs definitely : We are In the beglnnlng
Transformation. _
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