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0T Interconnects factories and the
manufacturing chain
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loT Enablers Intelligent . - M2M Enterprise Big data
Sensors RFID, QR Smart devices interface apps analytics
Value Chain O‘ 2 d & g
e
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Benefits Complex automation: Rapid, real-time Tracking: Movement of products. Safety and efficiency.
gemhgofmedd&lecondﬁmsw o 2
instantaneous responses. Factory visibility: Production lne Self rolled hi
2 00 information provided to decision-makers.
Connected supply chain: Stakeholders
can understand interdependencies, flow of I 1 J mm Features embedded within =~ Il
materials and manufacturing cydle times. Proactive maintenance the physical object or kept in the doud. F
Source: Cognizant.com ‘ r,
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loT Applications in the Cloud: State of the
Art & Limitations

Mot uid ) General purpose public 10T cloud services, offered lloT services offered by leaders in industrial
ost widesprea .
— C:’nuddaiizzzgl?srs — nowadays (Public — Built over PaaS by IT vendors solutions
10T Cloud . ) :
oT Clouds) oE.g., Microsoft’s Azure loT Suite oE.g.., SIEMENS, Bosch, ABB etc.
— — — *|BM’s Watson loT platform ePartnerships between lloT vendors and providers of IT
Business Model: Access to data Specific «SAP’s HANA Cloud platform with loT support and extensions (|0T/C|0UC4) infrastructure services e.g., ABB & Microsoft
—  Data/Sensor M ot to hardware —  application «Amazon AWS IoT LogmelN’s Xively platform partnelrshlp, Bosch’s loT services run’ over various digital
provider domains : v . plumbing platforms such as Amazon’s
eNot tailored to specific verticals A ¢ busi |
L]
— — — *Scalable and cost-effective cloud infrastructures for loT SR
Access control to Tools & facilities Typical utility-
— resources — for app “— based business
development models

—

Inefficient use of Limited flexibility to

Data “away” from

Waste of bandwidth Network latency address privacy and
storage : users
data protection

* Not all loT data need e Interactions with the ¢ Information with ¢ All data stored to the e Not ideal for

to be stored in Cloud Cloud are not limited (or even zero) Cloud applications involving
¢ Waste of bandwidth network efficient business value is e No easy way to mobility and large

especially in large e Can be a problem for stored “isolate” scale deployment

scale applications real-time application e Typical example: private/personal data e Higher latency and e

Sensor data that does cost O

not change frequently r,
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When Cloud is not enough: Edge
Computing to your rescue
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Ed e *Move loT data processing and actuation to the edge Centralized Cloud
g of the network Deployment . Business .
. sIntroduce a layer of gateways (Edge Nodes) between | o1 appiication #1 ‘ : _ Felg::l;eme:nd
CO m p utin g the Cloud and the loT devices ‘ - - | | 10T Application #2 | |* cl,sm“ymm
* Scalability
ou: e QoS &SLA
Requirements

eDepend on the scale and the nature of the
deployment loT Middleware #1 10T Middleware #2

Ed ge N Od S eEmbedded controllers or 10T devices with processing

T capability
ypes eComputers i Technology
eClusters or small-scale data centers w s “ : Considerations
Semantics

Supported
Standards

¢ Device and OS
raqulqemontgtor
*Reduced latency for real-time applications . cst;netua::yadzaﬂon
. oEfficient use of bandwidth and storage resources Architectue
BenEﬂtS eImproved scalability

eReduction in costs and energy consumption
eBetter privacy control 0
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Edge Computing Standards & Referenc

Implementations for [loT

e Standards:

* OpenFog Consortium & OnenFog
Reference Architecture Cpenfog

* Industrial Internet Consortium (lIC) and
Industrial Internet Consortium
Architecture

industrial intemet
CONSORTIUM

* Reference Implementations:
* |IC’s Edge Intelligence Testbed
* EdgeX Foundry (Dell/EMC)

* Microsoft, Amazon etc. are providing
edge nodes infrastructures
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. POLITECNICO
y DI MILANO

FAR-EDGE = Joint Expected Outcomes
effort Of. global ¢ Reduced Time to deploy 0 U8 St \ H INFORMATION®
leaders in new automation : g B TechnoLoaY T,

manufacturing and concepts and — = = ENGINEERING
loT towards adoption el meler s ({54, 2 - sens@P

printers) ystems

of wrtual_IZEd Factory * Better Exploitation of S I E M E N S
Automation Data ntegration S
e Cloud and Edge * Increase automation in posot : .
Computing for factories . . THE \)pgﬂGROUP
Manufacturing e Improve process agility

» Decentralization of e Enable x-factory
control collaboration ey o popesscuncessnancs L B B
e RAMI 4.0 & Industrial e RAMI Compliant SUPSI N EIvE o I
Internet standards Implementation
FARCEDGE Allgns t2 RAMIA.: smanrtfFactory -
Common Language for 14.0 A

i4
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blockchain and “smart contracts” for flexibly
orchestrating factory automation tasks across
plants and factories Pr-

. CENTER
FAR-EDGE Reference Architecture OF EXCELLENCE
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Vision: The vision of FAR-EDGE is to research &
provide a first-of-a-kind Industrie 4.0 compliant
factory automation (FA) platform based on the
edge computing paradigm, which will deliver the
benefits of the decentralized automation and Applicatio o £
without compromising the production quality, = o o
time and cost offered by existing platforms. 5 o o2
s . (28] o
USP: FAR-EDGE goes beyond existing edge g s B g
computing efforts for FA (E.g., IIC Edge SRR
Intelligence Testbeds) based on the use of
| Things, People & Environments

Things, People & Environments
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FAR-EDGE Platform Design

* Edge Computing Functions:

* Edge Automation & Edge
Analytics
* Edge Automation:

* Low-overhead, low-latency
connectivity

* Two way interactions
* Edge Analytics:
* Real-time analytics

* One-way data savvy operations

ENTERPRISE
ECOSYSTEM
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Automation Analytics Simulation
CLOUD
4 e Open API Open API Open API N\
for Automation for Analytlcs for Virtualization
5 O Policy Decision Point Ledger Clients ‘ = (o]
o
5 € . - e 2
- O ‘ Security ‘ ‘ Platform ‘ ‘ Real-to-Digital ‘ = O
w Management Management Synchronization
Identity Data Model
\ \ ‘ M :;elme t ‘ ‘ Storage ‘ ‘ Rep:si:or\r ‘ /
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.
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shemalen

Ledg r Clients

5 : Edge Automation Services Edge Analytics Engine

Data Routing & Pre-processing
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FAR-EDGE Deployment @ W

/ Open API Open API Open API N [ Simulator
for Automation for Analytlcs for Virtualization

Sorter

The Sorter decides:
Receive status from bays and
conveyor

Based on algorithm sends message
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Conveyor

/2\
g
The conveyor provides its status:

Number and type of products in queue

7\

with product to catch to selected bay
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: [ ] [ ] ) The bay act: @

Each bay provides its s(tg"gjs:

Auvailability to receive products

Number and type of products in queue

Recent unload performances

* Receive message OK to catch

* Actuate

Source: Edge Nodes (Edge Automation & Simulation)
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5G: New Capabilities & Services —
Impact on Vertical Sectors

" 1000 TIMES @20 BILLION

VAN-ORIENTED TERMINAL

ER Expr
USER E/(PLHIEVCE oy,
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4 C ,
AUTOMOTIVE ' | : R
L (SMS LATENCY ; © Shere My View © Information Society on the rasd
’ , Source: 5G Infrastructure Association: 5G Empowering vertical
Q industries. White Paper, 2016 Al
Source: 5G Infrastructure Association: Vision White Paper, February 2015 i r,

FITCE Workshop, Thessaloniki, Greece, December 15t, 2017 FA H EaG]



MATIO
ot AT
Nooe *

%
g *o
- * & CENTER
Why 5G for loT? 3 £8 OF EXCELLENCE
IR “~ ® FOR RESEARCH

AND EDUCATION

4G is deployed in many
countries, but

5G Capabilities

e Handle 1000X times more mobile
data than today’s cellular systems

* Increases data rate
e Reduce the end-to-end latency
e Improved coverage

Driving

e Unified framework for seamless
connectivity across multiple loT
technologies (e.g., RFID, short-
range communications, UWB, Blue
Tooth, etc.)

e Still not enough for some of the
emerging loT applications
Examples: Low latency
applications, such as autonomous

e Example: Smart cities are in need
of such a unified framework

cars and smart transportation

Other Requirements:
Heterogeneous Sensor Saturated
Environments

Source: Why 5G is the way to go for 10T: https://www.linkedin.com/pulse/why-5g-way-go-internet-things-john-soldatos/ i r,
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Autonomous Driving: Combining 5G &
Edge Computing

Sensor

(0. monitoring a river? smart building
{e,g. energy management }
N\ smart house <. .
L] {eg.eneray city
e M2ZM managemnntJ management

{e.g. health care} Ceg. security

VA A A A

D

j B N .
N ' | m=] s % &I
- t | R ) j] ‘ [e.0. driving
Edﬂ& Cumputlng A ; assistance system)
Platform

AR
{ed. augmented reality }

Source: NTT
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What about loT Security? H2020-77988¢ g AIT
SecureloT - Al for |oT securi :

r
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* H2020 SecureloT (starting January 2018) BT LR TR
* Key Partners: INTRASOFT, AIT, FUJITSU, GEVALUERRIRSITICN
S|E|V|ENS, ATOS.... /7 Predictive loT Security SecureloT
. Concept & Approach

* Novel Multi-Layer Approaches to Y J [\ escmyoces

Cybersecurity neede e
* Leverage Al techniques (deep learning) = onectwith emoeases [P QNCEE 1

. . . . lli @y.‘ ‘ Blocks for

towards anticipating security attacks @ @ ot s

10T Security Threats Annotations for Secure Holistic AppfOBCh oz Momtorlng &

* Based on data collection at multiple levels BRSNSl
(smart object, device, fog/edge, cloud) ey— R A

Analytics)
services (Risk -
. . . . Assessment, Dev  * n
* Provide Al-based security applications and e 03[9 ](2)
measures: T T TEE D s e N
* Risk assessment
 Compliance to directives

3 Validate in Market
h“'\ ¢ Driven Use Cases
(14.0, Assistive

Robots, Connected

Car)

W) R
Establish a Market :
Platform - Enable E
Third Party H
Innovation - :
Exploit SecureloT
SECaaS 05
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* AlT’s Web Page: www.ait.gr
* H2020 FAR-EDGE Project: www.far-edge.eu
* Follow me on Twitter: @jsoldatos

* Connect at LinkedIN:
https://gr.linkedin.com/in/johnsoldatos

* |loT articles / posts at: www.solufy.com/blog &
https://theinternetofallthings.com/category/views-on-
.

internet-of-things/guest-contributors/ ii:
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