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Fourth Industrial Revolution (Industrie 4.0) –
Role of IoT & Cyber-Physical Systems (CPS)

11www.fiwareforindustry.euSource: Recommendations for implementing the strategic initiative
INDUSTRIE 4.0 by The Industry-Science Research Alliance &
Sponsored by the German Federal Ministry of Education and
Research

IoT

Sensing of the 
physical world

Internet 
connectivity

Used in China and 
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CPS
Control of 
combined 
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physical processes

Tight Human 
Machine 

Interaction

Used in USA and 
EU (Industry 4.0)
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IoT Interconnects factories and the 
manufacturing chain

Source: Cognizant.com
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IoT Applications in the Cloud: State of the 
Art & Limitations

IaaS

Cloud of sensors 
and actuators

Business Model: 
Data/Sensor 

provider

Access control to 
resources

PaaS
Most widespread 
nowadays (Public 

IoT Clouds)

Access to data, 
not to hardware

Tools & facilities 
for app 

development

SaaS

Built over PaaS

Specific 
application 

domains

Typical utility-
based business 

models

Waste of bandwidth

•Not all IoT data need 
to be stored in Cloud

•Waste of bandwidth 
especially in large 
scale applications

Network latency

•Interactions with the 
Cloud are not 
network efficient

•Can be a problem for 
real-time application

Inefficient use of 
storage

•Information with 
limited (or even zero) 
business value is 
stored

•Typical example: 
Sensor data that does 
not change frequently

Limited flexibility to 
address privacy and 

data protection

•All data stored to the 
Cloud

•No easy way to 
“isolate” 
private/personal data

Data “away” from 
users

•Not ideal for 
applications  involving 
mobility and large 
scale deployment

•Higher latency and 
cost

General purpose public IoT cloud services, offered 
by IT vendors

•E.g., Microsoft’s Azure IoT Suite

•IBM’s Watson IoT platform

•SAP’s HANA Cloud platform with IoT support and extensions

•Amazon AWS IoT LogmeIN’s Xively platform

•Not tailored to specific verticals

•Scalable and cost-effective cloud infrastructures for IoT

IIoT services offered by leaders in industrial 
solutions

•E.g.., SIEMENS, Bosch, ABB etc. 

•Partnerships between IIoT vendors and providers of IT 
(IoT/cloud) infrastructure services e.g.,  ABB & Microsoft 
partnership, Bosch’s IoT services run over various digital 
plumbing platforms such as Amazon’s

•Distinction of business roles
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When Cloud is not enough: Edge 
Computing to your rescue

•Move IoT data processing and actuation to the edge 
of the network

•Introduce a layer of gateways (Edge Nodes) between 
the Cloud and the IoT devices

Edge 
Computing

•Depend on the scale and the nature of the 
deployment

•Embedded controllers or IoT devices with processing 
capability

•Computers

•Clusters or small-scale data centers

Edge Node 
Types

•Reduced latency for real-time applications

•Efficient use of bandwidth and storage resources

•Improved scalability

•Reduction in costs and energy consumption

•Better privacy control

Benefits
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Edge Computing Standards & Reference 
Implementations for IIoT

• Standards:
• OpenFog Consortium & OpenFog

Reference Architecture

• Industrial Internet Consortium (IIC) and 
Industrial Internet Consortium 
Architecture

• Reference Implementations:
• IIC’s Edge Intelligence Testbed 

• EdgeX Foundry (Dell/EMC)

• Microsoft, Amazon etc. are providing 
edge nodes infrastructures
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Flexible Decentrialized Factory Automation –
EU’s H2020-723094-FAR-EDGE Project 

FAR-EDGE = Joint 
effort of global 
leaders in 
manufacturing and 
IoT towards adoption 
of virtualized Factory 
Automation

• Cloud and Edge 
Computing for 
Manufacturing

• Decentralization of 
control

• RAMI 4.0 & Industrial 
Internet standards

Expected Outcomes

• Reduced Time to deploy 
new automation 
concepts and 
technologies (e.g., 3D 
printers)

• Better Exploitation of 
Data

• Increase automation in 
factories

• Improve process agility

• Enable x-factory 
collaboration

• RAMI Compliant 
Implementation

FAR-EDGE Aligns to RAMI4.0: 
Common Language for I4.0
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FAR-EDGE Reference Architecture

Vision: The vision of FAR-EDGE is to research & 
provide a first-of-a-kind Industrie 4.0 compliant 
factory automation (FA) platform based on the 
edge computing paradigm, which will deliver the 
benefits of the decentralized automation and 
without compromising the production quality, 
time and cost offered by existing platforms. 

USP: FAR-EDGE goes beyond existing edge 
computing efforts for FA (E.g., IIC Edge 
Intelligence Testbeds) based on the use of 
blockchain and “smart contracts” for flexibly 
orchestrating factory automation tasks across 
plants and factories
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FAR-EDGE Platform Design

Automation

CLOUD

LEDGER

EDGE

FIELD

Connected Devices

Analytics Simulation

PLANT

ENTERPRISE
ECOSYSTEM

• Edge Computing Functions:
• Edge Automation & Edge 

Analytics

• Edge Automation:
• Low-overhead, low-latency 

connectivity

• Two way interactions

• Edge Analytics:
• Real-time analytics 

• One-way data savvy operations
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Role of Distributed Ledger (blockchain)
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FAR-EDGE Deployment @ WHIRLPOOL

Simulator

Sorter

Bay #1
Bay #nBay #2

Bay #3Conveyor

The conveyor provides its status:

• Number and type of products in queue

2

Each bay provides its status:

• Availability to receive products

• Number and type of products in queue

• Recent unload performances 

1

The Sorter decides:

• Receive status from bays and 

conveyor

• Based on algorithm sends message 

with product to catch to selected bay

3

The bay act:

• Receive message OK to catch

• Actuate

4

Bay #n Bay #2 Bay #1

Conveyor

Sorter

Source: Edge Nodes (Edge Automation & Simulation)
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5G: New Capabilities & Services –
Impact on Vertical Sectors

Source: 5G Infrastructure Association: Vision White Paper, February 2015

Source: 5G Infrastructure Association: 5G Empowering vertical 

industries. White Paper, 2016
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Why 5G for IoT?

4G is deployed in many 
countries, but 

• Still not enough for some of the 
emerging IoT applications

• Examples: Low latency 
applications, such as autonomous 
cars and smart transportation

• Other Requirements: 
Heterogeneous Sensor Saturated 
Environments

5G Capabilities

• Handle 1000X times more mobile 
data than today’s cellular systems

• Increases data rate 

• Reduce the end-to-end latency 

• Improved coverage 

Driving

• Unified framework for seamless 
connectivity across multiple IoT 
technologies (e.g., RFID, short-
range communications, UWB,  Blue 
Tooth, etc.)

• Example: Smart cities are in need 
of such a unified framework

Source: Why 5G is the way to go for IoT: https://www.linkedin.com/pulse/why-5g-way-go-internet-things-john-soldatos/
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Autonomous Driving: Combining 5G & 
Edge Computing

Source: NTT

Source: Google – How do autonomous cars see the road?
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What about IoT Security? Η2020-779889
SecureIoT - AI for IoT security
• H2020 SecureIoT (starting January 2018)

• Key Partners: INTRASOFT, AIT, FUJITSU, 
SIEMENS, ATOS….

• Novel Multi-Layer Approaches to 
Cybersecurity needed 

• Leverage AI techniques (deep learning) 
towards anticipating security attacks

• Based on data collection at multiple levels 
(smart object, device, fog/edge, cloud) 

• Provide AI-based security applications and 
measures:
• Risk assessment
• Compliance to directives
• Support for secure IoT programming
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Contacts & More Information

•AIT’s Web Page: www.ait.gr

•H2020 FAR-EDGE Project: www.far-edge.eu

• Follow me on Twitter: @jsoldatos

•Connect at LinkedIN: 
https://gr.linkedin.com/in/johnsoldatos

• IIoT articles / posts at: www.solufy.com/blog & 
https://theinternetofallthings.com/category/views-on-
internet-of-things/guest-contributors/

http://www.far-edge.eu/
https://gr.linkedin.com/in/johnsoldatos
http://www.solufy.com/blog
https://theinternetofallthings.com/category/views-on-internet-of-things/guest-contributors/

