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Cyber-Physical Systems

“Cyber-Physical Systems are co-engineered interacting networks of
physical and computational components.”

Cyber-
Physical
System

Cyber Physical
World World

Target Industries:
* Energy
Manufacturing
Healthcare
Smart cities
Transportation
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Main

Components Pla ale
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Actuators
M3 scale
Embedded Computing
Nanqgfscale
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Physical Topology
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A Closer View

Physical

Actuators

A distributed

feedback
control
system
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Distributed Controllers
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— Stability
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Wireless Channels:
Broadcast Environment

NWW 2. Large scale fading:
Shadowing and obstructions

3. Small scale fading:

multipath propagation

Log(Pr/Pt)

Path loss
b /
N
‘\
ol S i
N~

Shadow + Path loss  ---

/ / Multipath + Shadowing + Path loss ———
"o

Log(d)

) 17U WeRL FITCE WORKSHOP




OSI Reference Model- Security Perspective

®Functionalities of a communication system can be
characterized in terms of 7 abstraction layers

~ | o Application

Y | ® Presentation

Y | ® Session

Y | ® Transport

Y| ® Network

N\ Y| o Data Link

Transmitter Receiver v Physical Layer (PHY)
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PHY Security - Improving Secrecy

Beamforming: A multi-
antenna technique that
enables the transmitter to

focus signals spatially.

Artificial noise/ artificial
interference: Making
eavesdroppers’ channel
worse, by sending
irrelavant signals.
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Cross-Layer Security

®Data should pass
through all the
layers.

®Physical layer (PHY)
security becomes
Inevitably impaortant,
as it forms the first
step of the security
system.
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Attack Types

Can be detected by the use of —Information Disclosure
Intrusion Detection Systems (IDS)

\ Active — Tampering Attacks

| _|Denial of Service (DoS)
& Distribured DoS

Attacks —

Eavesdropping

— Passive

Traffic Analysis

A multi-layer approach is required for improved security
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SDR Testbed

Eavesdropper perspective

Constellation Graph Constellation Graph
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Summary

* Cyber-physical systems have tighter
operational requirements than wireless
networks

e Security is even more critical

A cross level security is will be necessary

Physical layer security Encrvciion .
techniques i hry‘pl yyyyyyyyyyyyyyyyyy ty "\ Encryption
echniques |I techniques techniques
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