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is modeled. As the channel estimation error affects the perfor-
mance of the legitimate communication drastically, estimation
of the resultant performance decrease is useful for practical
concerns.

The main contributions of this paper are the following:

1) The problem statement provided in Section III embodies
an extensive class of wireless networks by the use of parallel
MIMO Gaussian channels, representing a number of practical
channels for both half duplex and full duplex communications.
These include MIMO - orthogonal frequency division mul-
tiplexing (MIMO-OFDM) and orthogonal frequency division
multiple access (OFDMA). Especially for the full duplex
transmission the self interference is shown to be an advantage
against the eavesdropper.

2) A framework is proposed in Section IV for the joint
optimization of transmit/receive filters of legitimate users and
artificial noise, which results in optimal artificial noise calcu-
lation by taking the effect of the adopted receive filters into
account. This approach is distinguished from the literature,
where most of the work do not consider the effect of the
designated receive filters.

3) The effects of channel estimation errors and the self inter-
ference on the performance of the system are also considered
and explained in Section V. The resilience against these errors
are very important for such techniques especially for practical
implementations.

Notation: In this paper, In refers to a n ⇥ n identity matrix.
The set of n-dimensional complex vectors is denoted by C

n

and n⇥n Hermitian matrix is defined by H
n. x ⇠ CN(µ,⌃)

refers to a random vector x which follows a complex circular
Gaussian distribution with mean µ and covariance ⌃. Boldface
lowercase letters donate vectors and boldface uppercase letters
donate matrices. The trace operator and Euclidean norm are
denoted by Tr(·) and k · k, respectively. A

H represents the
conjugate transpose of A. B ⌫ 0 refers that B is a positive
semi-definite (PSD) matrix.

II. LITERATURE REVIEW

Security in CPS systems has lately attracted many researchers’
attraction [1], [3], [4]. A physical layer key generation method
based on the reciprocity and high spatial and temporal vari-
ation properties of the automotive wireless communication
channel was proposed in [3]. In [4], the authors proposed
a cooperative beamforming schema for secure communica-
tions in wireless CPSs, where two legitimate devices com-
municate with the help of amplify-and-forward (AF) relays.
In fact, physical layer security has been a popular topic
among researchers for the last decade, as the preservation
of the secrecy is a challenge due to the broadcast nature of
the wireless channels. After Wyner introduced the wiretap
channel in his pioneer study [5], the literature for physical
layer security has been expanding with an increasing pace.
The wiretap channel in [5] was a special channel scheme
where the eavesdropper’s channel is a degraded version of

Fig. 1. A possible use case with CPS in industry.

the channel of the legitimate user. In the study [6], this was
extended to a general independent channel condition. Note that
the studies were not considering wireless channels directly,
however became fundamental studies in physical layer security
in wireless networks as channel definitions do not only comply
with wireless channel models but also cover eavesdropping in
wireless channels perfectly. Since multi-antenna technologies
are now frequently used, many studies have been conducted
with various antenna configurations, as single-input-multiple-
output (SIMO) [7], multiple-input-single-output (MISO) [8]–
[10] and MIMO [11]–[14] channels.

In [7], [9], [15]–[17], various aspects of secure communi-
cations over interference channels have been examined from
an information theoretical perspective. Although information
theoretical metrics as secrecy rate and a performance metric
is a key indicator of fundamental limits for secure commu-
nications, it should be complemented with low-complexity
approaches in order to obtain practical secure systems. This
is the driver of improving the security performance of com-
munication systems via QoS framework which adopts signal-
to-noise ratio (SNR) or mean-square error based metrics as
performance criteria that has been recently used by many
researchers [18]–[21]. Minimum mean square error (MMSE)
based filter optimization framework is adopted in numerous
Gaussian interference channel scenarios in [19], [20]. In [22],
the authors formulated the problem of minimizing the total
weighted MMSE at the legitimate receivers while keeping the
MMSE at the eavesdroppers above target levels.

A. Artificial noise

Artificial noise, which refers to the deliberately transmitted
noise signals to the eavesdropper, is commonly used for
improving physical layer security by degrading eavesdroppers’
channel condition [18], [23]. Also called as artificial interfer-
ence (AI), this technique is proven to be an effective solution
to the problem of secrecy in broadcast channels. AN will be
used in our proposed framework, for increased efficiency.

Target	Industries:	
•  Energy	
•  Manufacturing	
•  Healthcare	
•  Smart	cities	
•  Transportation	
•  …	
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Wireless Channels:  
Broadcast Environment 

1.	Path	Loss:	Based	on	distance	
between	transmitter	and	receiver	

2.	Large	scale	fading:	
Shadowing	and	obstructions	

3.	Small	scale	fading:	
multipath	propagation	
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OSI Reference Model- Security Perspective 
• Functionalities of a communication system can be 
characterized in terms of 7 abstraction layers 

7	 •  Application 			

6	 •  Presentation		

5	 •  Session		

4	 •  Transport			

3	 • Network		

2	 • Data	Link	

1	 •  Physical	Layer	(PHY)	Transmitter	 Receiver	
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PHY Security - Improving Secrecy 

Beamforming: A multi-
antenna technique that 
enables the transmitter to 
focus signals spatially.  

!

	 Artificial noise/ artificial 
interference:  Making 
eavesdroppers’ channel 
worse, by sending 
irrelavant signals. 
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Cross-Layer Security  

• Data should pass 
through all the 
layers. 
 
• Physical layer (PHY) 
security becomes 
inevitably important, 
as it forms the first 
step of the security 
system.  
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Attacks	
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Tampering	Attacks	

Denial	of	Service	(DoS)	
&	Distribured	DoS	

Passive	
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Can	be	detected	by	the	use	of		
Intrusion	Detection	Systems	(IDS)	

A	multi-layer	approach	is	required	for	improved	security		
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Fig. 2: Pilot subcarrier structure used for SI cancellation [17].

represents additive white Gaussian noise (AWGN) at node
B (E). Here, Bob knows xB [n] and estimates hBB [n] with
self-interference (SI) cancellation procedure. Moreover, trans-
mission power for transmission of wA[n] is determined in
accordance with desired reception quality at Bob, and due to
secure region concept, it is received with very low power by
Bob. Then Bob can decode xA[n] properly. However, this not
valid for the Eves due to existence of wA[n] and xB [n]. If
these components have sufficient power, Eves will experience
a significant amount of degradation. This effect is investigated
with real-time experiments as given in Section III-B.

In order to cancel SI effect on Bob, an SI cancellation
method based on channel estimation by using orthogonal pilot
tones is implemented. Usage of AI rather than AN is preferred
due to easiness of tracking channel estimation with an OFDM
signal. Since it is assumed that Bob operates in FD mode and
he also transmits some meaningful data and Eves do not have
any information about this transmission, Bob’s transmissions
are perceived as AI by Eves. If AN is preferred, it would
be more difficult to track and cancel the transmitted signal
because of randomly varying signal characteristics. The SI
cancellation method is explained in the following subsection.

A. Self-interference Cancellation Method

In this method, a comb-type channel estimation method is
utilized. As shown in the [18], Np pilot tones are interleaved
into data subcarriers as

di [k] = di [aL+ l]

=

⇢
Xp[a], l = 0
data, l = 1, 2 . . . L� 1,

(3)

where Xp[a] and L represent ath pilot subcarrier and ratio of
total number of subcarriers to Np. If Yp [k] denotes received
frequency domain signal, channel effects on pilot subcarriers
can be estimated by using zero-forcing equalizer as

Hp [k] =
Yp [k]

Xp [k]
, k = 0, 1, . . . Np � 1. (4)

After this step, k
th data subcarrier’s channel He[k], can be

estimated by using one dimensional linear interpolation as [19]

He [k] = He [aL+ l] 0  l < L

=
�
Hp [a+ 1]�Hp [a]

� 1
L

+Hp [a] ,
(5)

where aL < k < (a + 1)L. In real-time experiments, Np
and L are selected as 64 and 6 respectively. As an important
component of the cancellation method, each antenna transmits
different bit sequences and pilot subcarriers have different
locations for each symbol, corresponding subcarrier is inactive

Fig. 3: Testbed includes Alice, Bob and two Eves. Alice and
Bob have two antennas.

TABLE I: Measurement set-up parameters.

Carrier frequency 2.45 GHz
I/Q data rate 1 MS/sec

Number of 4-QAM symbols 320 samples
Number of reference subcarriers 64 samples

Number of source/Eve/destination nodes 1/2/1
Zero padding/DFT/CP length 120/504/126

Distance between sources and destination 150 cm

in other symbol. This structure is shown in Fig. 2. Hence,
reference subcarriers are isolated. On the receiver side, channel
is estimated twice for each symbol and an SI symbol is created
by using the corresponding channel information. At the end,
this signal is extracted from the desired signal.

Several assumptions are made within the considered se-
curity approach. Point-to-point transmission is considered and
both Alice and Bob are modeled as two antenna nodes, where
a second antenna is used for AN and AI transmission. The
link between Alice and Bob is a LoS link with good signal
to noise ratio (SNR) levels. Moreover, Eves are passive and
located in the middle of the link, to have better SNR levels
than Bob. Eves also know pilots of transmitted symbols and
can decode successfully. For suitability to real-life, SI and
AN of Alice are not totally eliminated at Bob and have clear
performance degradation effect. Furthermore, nodes have some
synchronization errors. Super-Eve is fully synchronized with
Alice, the normal-Eve is not. With these assumptions, the
scenarios are experimented.

III. TESTBED DETAILS AND RESULTS

A. Testbed Details

As hardware components, NI USRP-2921, NI PXIe-5644R
VST, NI PXI-6683 and GPSDO devices and modules are
used. Five NI USRP-2921 devices are used for implementation
of Alice, normal-Eve and Bob. The USRP device supports
instantaneous bandwidth up to 20 MHz and has a limited
front-end functionality. For super-Eve implementation, the
NI PXIe-5644R VST module is used. This module supports
instantaneous bandwidth up to 80 MHz and has very ro-
bust performance with an advanced front-end functionality.
Due to usage of OFDM and multiple source or destination

SDR Testbed 
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(a) (b) (c) (d)

Fig. 4: Received constellations at Bob, (a) interference-free (b) AI (c) AN (d) joint AI and AN usage.

(a) (b) (c) (d)

Fig. 5: Received constellations at super-Eve, (a) interference-free (b) AI (c) AN (d) joint AI and AN usage.

(a) (b) (c) (d)

Fig. 6: Received constellations at normal-Eve, (a) interference-free (b) AI (c) AN (d) joint AI and AN usage.

affected significantly and error performance is very insufficient
to receive signal correctly. The EVM and the SNR are obtained
as 49.38% and 9.05 dB for this node. For this case, the
super-Eve has the best performance and has a performance
advantage around 2% over Bob, in terms of EVM. Limited
performance advantage is due to the moderate SI cancellation
method utilized by Bob. When both Alice and Bob transmits
AN/AI, Bob becomes best node with EVM of 23.00% and
SNR of 13.13 dB. The super-Eve is affected clearly and has
an EVM of 5.00% higher than Bob. Normal-Eve has the worst
performance with a significantly low error performance, where
EVM result is obtained as 58.49%.

In the second experiment scenario, d1 and d2 are configured

as 100 and 60 cm, respectively. Compared to the first scenario,
super-Eve is closer to Bob and normal-Eve is closer to Alice.
Results obtained with these experiments are shown in Table II.
Results obtained without any AN transmission are again shown
in the first row of table. When Alice transmits AN by using
her second antenna, the super-Eve is affected similarly and
the EVM result is obtained as 12.27%. For this case, Bob has
performance advantage over normal-Eve of 4.00% in terms of
EVM and 2 dB in terms of SNR. Secondly, if Bob transmits
AI, Bob has again a performance degradation of 10.00% in
terms of EVM, similar to previous scenario. For this case,
the super-Eve has low performance and the normal-Eve has
a certain performance advantage over Bob, where the EVM
results are obtained as 75.57% and 15.25% respectively. As

(a) (b) (c) (d)

Fig. 4: Received constellations at Bob, (a) interference-free (b) AI (c) AN (d) joint AI and AN usage.

(a) (b) (c) (d)

Fig. 5: Received constellations at super-Eve, (a) interference-free (b) AI (c) AN (d) joint AI and AN usage.

(a) (b) (c) (d)

Fig. 6: Received constellations at normal-Eve, (a) interference-free (b) AI (c) AN (d) joint AI and AN usage.

affected significantly and error performance is very insufficient
to receive signal correctly. The EVM and the SNR are obtained
as 49.38% and 9.05 dB for this node. For this case, the
super-Eve has the best performance and has a performance
advantage around 2% over Bob, in terms of EVM. Limited
performance advantage is due to the moderate SI cancellation
method utilized by Bob. When both Alice and Bob transmits
AN/AI, Bob becomes best node with EVM of 23.00% and
SNR of 13.13 dB. The super-Eve is affected clearly and has
an EVM of 5.00% higher than Bob. Normal-Eve has the worst
performance with a significantly low error performance, where
EVM result is obtained as 58.49%.

In the second experiment scenario, d1 and d2 are configured

as 100 and 60 cm, respectively. Compared to the first scenario,
super-Eve is closer to Bob and normal-Eve is closer to Alice.
Results obtained with these experiments are shown in Table II.
Results obtained without any AN transmission are again shown
in the first row of table. When Alice transmits AN by using
her second antenna, the super-Eve is affected similarly and
the EVM result is obtained as 12.27%. For this case, Bob has
performance advantage over normal-Eve of 4.00% in terms of
EVM and 2 dB in terms of SNR. Secondly, if Bob transmits
AI, Bob has again a performance degradation of 10.00% in
terms of EVM, similar to previous scenario. For this case,
the super-Eve has low performance and the normal-Eve has
a certain performance advantage over Bob, where the EVM
results are obtained as 75.57% and 15.25% respectively. As

Eavesdropper	perspective	

with	Jammer	no	Jammer	Jammers	are	co-located	at	Alice	and	Bob		
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Summary 
•  Cyber-physical	systems	have	tighter	

operational	requirements	than	wireless	
networks	

•  Security	is	even	more	critical	

A	cross	level	security	is	will	be	necessary	
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Abstract—Due to their broadcast nature, wireless systems are

vulnerable in the physical layer. While many physical layer

security techniques are being developed, current security solu-

tions are based on encryption techniques. This paper analyzes

the relation between encryption techniques and physical layer

security approaches and proposes a new encryption-aware mul-

tilayer security framework. The proposed framework optimizes

transmit power by taking the adopted encryption technique into

account, while guaranteeing both a quality of service (QoS) level

for the legitimate receiver and a secrecy constraint against the

eavesdropper. Numerical results are given for two most widely

used symmetric encryption techniques, the data encryption (DES)

and the advanced encryption (AES) standards. Numerical results

show that the proposed encryption-aware physical layer security

system achieves a better power efficiency when compared to the

classical physical layer security approaches.

Index Terms—Physical layer security, eavesdropping, encryption

aware, multi-layer security, power allocation.

I. INTRODUCTION

Traditional security techniques in communication networks
have been implemented in the second and upper layers of
the well-known Open System Interconnection (OSI) reference
model [1], where the first layer (physical layer) was considered
secure. As the wireless networks are specifically vulnerable
in the physical layer of the OSI model due to the broadcast
nature of the wireless channel, physical layer security has been
drawing a lot of attention as a research area [2]–[4].

The problem of a legitimate transmitter sending secret in-
formation signals to a legitimate receiver in the presence of
an eavesdropper has been approached with various solution
candidates. Physical layer secrecy enhancing or guaranteeing
techniques usually optimize the transmission, for example
using beamforming and artificial noise [3], [4].

In information theoretical security studies, the secrecy capac-
ity, the difference between capacities of legitimate and illegit-
imate users’ channels, is considered as a main performance

This work is supported in part by TUBITAK under Grant 115E827.

Fig. 1. (a) Classical techniques. (b) Proposed framework.

metric. Recently, more practical systems based on bit error
rate (BER) are being proposed [5]–[7]. These studies use the
security gap, which was first introduced by Klinc et al. [5] and
defined as the quality ratio between legitimate and illegitimate
users’ channels required to achieve a sufficient level of physi-
cal layer security, while ensuring reliable reception quality for
legitimate user.

Physical layer security techniques target to decrease the avail-
ability of the transmitted data for illegitimate users. This aim
is also shared by the encryption systems, with one main
exception: encryption techniques assume that the encrypted
transmit signals can be captured by an illegitimate party. Hence
they try to make sure it is very difficult - ideally impossible-
to gather the data from the encrypted signals without the
required information (usually a key) for successful decryption.
The problem arises where the encryption and physical layer
techniques do not meet due to the isolated functionalities
of different layers [2]. Encryption techniques assume error-
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